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Be aware of fraudulent websites, social media, emails attempting to extract
payments from visa applicants

5th July 2017
Embassy of Japan in Sri Lanka

We have received reports of fraud websites, social media and emails, falsely stating that they are
issued by the Government and/or Embassy of Japan, in an attempt to extract payments from visa
applicants.

Please be aware that these scams are NOT related to the Government of Japan.

All visa applications in Sri Lanka must be submitted to the Japan Visa Application Centre.

Visa applicants are kindly requested to check and read the Embassy’s website when applying for
Japanese visas, and if there are any questions, call the Embassy for further inquiry.

If you become a victim of such fraud, please report to the nearest police station for an appropriate
action.

BUL\SbhEE  Inquiry
Consular Section, Embassy of Japan in Sri Lanka
TEL : 011-269-3831
E-mail : ryoujivisa@co.mofa.go.jp



http://www.vfsglobal.com/japan/srilanka/
http://www.lk.emb-japan.go.jp/itpr_ja/00_000085.html
http://www.vfsglobal.com/japan/srilanka/index.html
http://www.lk.emb-japan.go.jp/itpr_en/00_000031.html
mailto:ryoujivisa@co.mofa.go.jp

Bk A —LBl  Sample of fraudulent email

ATTN,

We have received and considered your filled employment application form as one of our
eligible potential worker.Please you should forward your filled copy of employment
application form and send it to the Online Japan Immigration Office Information
Travel Agency Japan with the below email address; for your visa/working permit

eligibility certificate processing.
Overseas@jpn-emb.tokyo

For Processing of your JAPAN visa eligibility certificate for you, which you can take to
JAPAN EMBASSY in your resident country and receive JAPAN visa without any

Stress from Japan Embassy in your resident country.
NOTE;

YOU WILL BE VERY FAST TO FOLLOW JAPAN IMMIGRATION OFFICE
INFORMATION AGENCY. TO MAKE SURE THAT YOU GET UR JAPAN VISA
WORKING PERMIT ELIGIBILITY CERTIFICATE. WHICH YOU WILL SUBMIT AT
JAPAN EMBASSY. THEY WILL CORRESPOND IMMEDIATELY TO CONFIRM
FROM ONLINE IMMIGRATION BUREAU .AT CONFIRMATION OF YOUR VISA
ELIGIBILITY CERTIFICATE. THEY WILL ISSUE JAPAN WORKING VISA TO YOU.

AND YOU WILL EMAIL US BACK THAT YOU HAVE RECEIVE YOUR VISA.
IMMEDIATELY (Company Name) WILL BOOK AIR TICKET AND SEND IT TO
YOU WITH YOUR FULL ADDRESS OF COUNTRY COUNTRY RESIDENCE.

ACKNOWLEDGEMENT.............

I ACKNOWLEDGE THE FACT THAT THE EMPLOYER WILL TAKE CARE OF MY
ACCOMMODATION AND AIR TICKET ONLY FOR APPLICANTS COMING FROM
COUNTRIES CLASSIFIED AS LOW INCOME NATIONS BY THE UNITED NATION.
ANY OTHER EXPENSES MADE CONCERNING THIS PROCESS WILL BE ON
APPLICANT ACCOUNT.

BEST REGARDS
(Name)
(Title and Company name)



